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Phishing messaqges

The first cyber café - the Cyberia Internet Café - appeared addressed to Millennium bcp
in London in September 1994. Since then cybercafés have customers

sprung up around the world, making a considerable
contribution to massification of the Internet. They have

5 security suggestions

also opened up the way to an increaseof computer crime, when using a public
using these and other public domain computer

sites where the user is not in control of the security of the
PC that is being used.

In such places protection of the PC does not depend on you, though as far as Protection of
Information is concerned, it is a personal responsibility.

Therefore, Basic Security Principles provides you with hints on care to be taken when using
public computers.

Check In the News to see an example of a phishing message address to Millennium bcp
customers.

Don’t be misled and, to navigate in security, keep in mind the portal-use rules that Millennium
bcp publishes regularly.

Highlights

Phishing messages addressed to Millennium bcp customers

Several Millennium bcp customers have received e-mail messages asking them to provide
information of a personal or confidential nature on a special screen.

The messages are sent to e-mail users regardless of whether they are customers of the Bank or
not.

This is yet another case of phishing, directed at Millennium bcp for the purpose of accessing its
customers’ access credentials with a view to their future fraudulent use.

These phishing links lead the user to pages very similar to those used by Millennium bcp -
anyone less watchful will not notice that the site is fake - where special forms ask customers to
fill in personal information. This information is subsequently used for improper access to the
customers’ accounts.

If you receive a message of this sort don’t continue and immediately contact the Bank via 707
50 24 24.




The message reproduced below is a copy of one that has appeared in e-mail inboxes, providing
links that can easily mislead customers.
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Page requesting the insertion of confidential/personal information:
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Millennium bcp underscores some of the basis rules for secure use of Internet Banking services:

Chec

the Bank’s customers are never asked to provided information of a private or
confidential nature by means of e-mail messages;

you should always access the Millennium bcp site by entering the respective address in
your browser. Suspect any e-mail asking you to access the Millennium bcp site through
a link!

E-mail messages sent by Millennium bcp never contain links, nor any ready-to-install
software.

customers should never provide their credentials to sites originating from links given in e-
mails or via other Internet sites.

k the Security Tab on the millenniumbcp.pt, home page for 10 recommendations

for secure access to the Millennium bcp site!
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5 security suggestions when using a public computer

Public computers in libraries, cyber cafés, airports and photocopy stores are very practical and
cheaper then buying your own lap-top, and are sometimes even free. But are they secure? This
depends on how you use them.

Here are five suggestions on how to use public computers without compromising your personal
or financial information.

@ Don’t save session information

Many programmes (especially instant messaging programmes) include automatic
session-start functions that will retain your user-name and password. Turn these options off so
that no one can accidentally (or on purpose) start a session for you.

Always end a Web site session by clicking the end-session button on the site rather than closing
the browser’s window or entering another address. This will make it harder for or prevent other
users from accessing your information.

@ Don’t leave important information on the screen if you have to leave your
computer unwatched

If you have to move away from a public computer, even for a moment or two, end the session
and all programmes and close any window that could contain personal information.

@ Delete your tracks

When you finish using a public computer delete all temporary files and clear your
Internet history.

To clear your temporary files and your Internet history:

. In Internet Explorer, click on Tools and then on Internet Options;

. On the General tab, under Temporary Internet Files, click on Eliminate Files and then on
Eliminate Cookies.

. Under History, click on Clear History.

Keep an eye open for people peeping over your shoulder
j These days you hear so much news about how hackers enter your personal files that
you sometimes forget plain, old-fashioned theft. When using a public
computer keep on the watch for the "curious" who collect information by looking over your
shoulder when entering your passwords.

The above measures provide basic protection against the occasional hacker using a

public computer after you. Nevertheless, should someone have installed
sophisticated software on the computer to record all your steps (key strokes) for illicit use it will
not matter whether you kept your information of deleted it. They will continue to have access to
this information.

9 Never enter important information when using a public computer

To prevent this, avoid entering important information, sometimes called personal or confidential
information, when using public computers.
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